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	PROJECT NAME:
	DRAWING NO.
	REV.

	
	
	

	No.
	INSPECTION ITEM
	CHECKED SATISFACTORY

	
	
	N/A
	YES
	NO

	
	
	
	
	

	
	Data Link Testing
	
	
	

	1
	Verify the VLAN configuration is correct
	|_|
	|_|
	|_|

	2
	Verify that UDLD (Uni-Directional Link Detection) has been configured on the relevant interfaces
	|_|
	|_|
	|_|

	3
	Verify the Spanning Tree Protocol operation.
	|_|
	|_|
	|_|

	4
	Verify that Port-Channels are correctly configured and also are up and running. Also check that Aggregation Protocol is LACP (Link Aggregation Control Protocol) in Active mode.
	|_|
	|_|
	|_|

	5
	Confirm that the dot1q trunk configuration of the port-channel interface is correct
	|_|
	|_|
	|_|

	6
	Confirm that the BPDU (Bridge Protocol Data Unit)-Guard feature operates as expected on access ports.
	
	
	

	7
	Verify spanning tree port fast on all network switches.
	|_|
	|_|
	|_|

	
	
	|_|
	|_|
	|_|

	
	vPC (Virtual Private Cloud) Test 
	|_|
	|_|
	|_|

	8
	Verify the configuration of vPC Peer Link, vPC Keep Alive Link and vPC Member Port
	|_|
	|_|
	|_|

	9
	Verify the traffic flow in the event of vPC Peer Link failure
	|_|
	|_|
	|_|

	10
	Verify the traffic flow in the event of vPC keep-alive Link failure
	|_|
	|_|
	|_|

	11
	Verify the traffic flow in the event of vPC Access Switch failure.
	|_|
	|_|
	|_|

	12
	Verify the traffic flow in the event of vPC Distribution Switch failure.
	|_|
	|_|
	|_|

	13
	Verify the traffic flow in the event of vPC Member port failure at Distribution Switch.
	|_|
	|_|
	|_|

	14
	Verify the traffic flow in the event of vPC Member port failure at Access Switch.
	|_|
	|_|
	|_|

	
	
	|_|
	|_|
	|_|

	
	Network Test
	|_|
	|_|
	|_|

	15
	Verify that the correct IP addresses have been configured on the relevant interfaces. Confirm IP connectivity over directly connected links.
	|_|
	|_|
	|_|

	16
	Verify that the OSPF (Open Shortest Path First) configuration and topology for the network conforms to documented design.
	|_|
	|_|
	|_|

	17
	Verify the routing configuration (Routing tables).
	|_|
	|_|
	|_|

	18
	Verify the HSRP (Hot Standby Router Protocol, a fault-tolerant default gateway) Configuration and Operation.
	|_|
	|_|
	|_|

	19
	Verify that Port-Channels are correctly configured and also are up and running
	|_|
	|_|
	|_|

	
	
	
	
	

	
	Router/Switch Test
	
	
	

	20
	Verify that a complete switch failure (power-down) does not impact traffic flows through the network.
	|_|
	|_|
	|_|

	21
	Verify that a SUP (Supervisor Engine) Failure does not impact traffic flows through the network
	|_|
	|_|
	|_|

	22
	Verify operation during a fabric card failure on switch.
	|_|
	|_|
	|_|

	23
	Confirm that the failure of a single power supply in the Nexus chassis does not impact data forwarding capabilities.
	|_|
	|_|
	|_|

	24
	Verify operation during complete line card failure on switch
	|_|
	|_|
	|_|

	
	
	
	
	

	
	Miscellaneous Test
	
	
	

	25
	Ensure the system can be accessed by SNMP (Simple Network Management Protocol) requests and is generating traps.
	|_|
	|_|
	|_|

	26
	Confirm that switches synchronize with the NTP (Network Time Protocol) server.
	|_|
	|_|
	|_|

	27
	Verify the IP connectivity between Router/Switch and Fire Wall is fine.
	|_|
	|_|
	|_|

	
	
	
	
	

	
	Interface Testing
	
	
	

	28
	For other systems like BMS, ACS and CCTV interfacing with LAN system; the tests will be checking the Ethernet interfaces these systems are connected to and make sure they are up and operating properly.
	|_|
	|_|
	|_|

	29
	To make sure that other systems (e.g. BMS) is working properly as per project specifications; a feedback from the engineer(s) responsible for that particular system should be conducted to the engineer(s) responsible for the LAN.
	|_|
	|_|
	|_|

	
	
	
	
	

	
	Performance Testing
	
	
	

	30
	Network resiliency and availability will be tested through a series of tests mentioned in the vPC and Nexus test sections.
	|_|
	|_|
	|_|

	31
	Network latency and response time will be tested through the Ping test that will be conducted in the Layer 3 tests and checking the RTT (Round Trip Time).
	|_|
	|_|
	|_|

	32
	Network bandwidth can be tested by the issuing the command show interface and checking the bandwidth value setting associated with the interface being tested
	|_|
	|_|
	|_|

	33
	QoS (Quality of Service) features will be deployed to fully support multiple queues and priorities to ensure proper and immediate delivery of higher priority and time sensitive voice, video and data packets.
	|_|
	|_|
	|_|

	34
	Conduct VRRP (Virtual Router Redundancy Protocol) Test to confirm desired behavior in the event of one device failure.
	|_|
	|_|
	|_|

	35
	Conduct Supervisor Engine (SUP) Test to confirm that failure of any SUP will not impact traffic flow though the network.
	|_|
	|_|
	|_|

	36
	Conduct Performance Testing in high capacity environment to see how the network or sub-network will perform under its design capacity by connecting laptops, computers, and other loads. 
	|_|
	|_|
	|_|

	
	
	
	
	

	
	Additional Testing for WLAN (Wireless Local Area Network)
	
	
	

	37
	Conduct Test Redundancy between AP Controllers to confirm that a secondary controller will take-over in the event of primary controller failure.
	|_|
	|_|
	|_|

	38
	Conduct Roaming Test to confirm seamless roaming between APs (Access Points) while users move between APs.
	|_|
	|_|
	|_|

	39
	Conduct Running the Boot-Up Script and Power-on Self-Test to verify the hardware configuration, loads micro-code into memory, verify the operating system software load, and initialized itself with the stored configuration.
	|_|
	|_|
	|_|

	40
	Conduct Performance Testing in high capacity environment to see how the network or sub-network will perform under its design capacity by connecting laptops, computers, and other loads.
	|_|
	|_|
	|_|
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